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Introduction
The Internal Audit Department of Kwame Nkrumah University of Science and 
Technology (KNUST) provides an independent, objective assurance and consulting 
activity that is guided by principles designed to add value and improve the 
University’s operations. It assists the University to accomplish its objectives 
by bringing a systematic and discipline approach to evaluate and improve the 
effectiveness of risk management, control and governance processes.

The Internal Audit Strategic Plan sets out a five – year medium term direction of 
the Department. This five-year plan outlines what the priorities of the Department 
are, taking into consideration the objectives of the University and what actions 
will be undertaken to achieve them.

| 1INTERNAL AUDIT DEPARTMENT’S STRATEGIC PLAN 2020- 2024



The plan sets out how the Internal Audit shall continue to provide adequate level 
of services to management.

The establishment of Internal Audit Department in the University is based on the 
following:

- University Statute,

- Section 16(1) of the Internal Audit Agency Act 2003, Act 658,

- Section 82 (1) of the Public Financial Management Act 2016, Act 921.

The activities of Internal Audit Department are conducted in accordance with the 
Institute of Internal Auditors International Standard for the Professional Practice of 
Internal Auditing (IIA Standard) and other Auditing Standards as may be applicable.

In line with the aforementioned policy, the Internal Audit Department has been 
established to provide assurance, consulting and advisory services by reviewing 
internal controls, compliance and operating procedures to the extent necessary 
to comply with policies and procedures while adding value to improve the 
University’s operations. It is important to note that, the internal audit function 
continues to evolve and therefore audit must provide an effective assurance in 
this transformational landscape.

The Internal Auditor of KNUST, who is the head of the Department oversees the 
adherence and compliance with policies relating to the auditing of the University.
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Purpose
The purpose of this Strategic Plan is to allow the University derive maximum 
benefits from the Internal Audit Department. For the activities of the Internal 
Audit to be relevant to management, the Department needs to continue to play 
an important role by making immense contributions to the University in the area 
of governance, risks management and controls.

This Strategic Plan has been developed to formalize Internal Audit’s overall strategy 
in achieving these workable broad base objectives enshrined in this document.

Mission & Vision
The mission of the Internal Audit Department is to provide independent and 
objective review and assessment of the business activities, operations, financial 
systems and internal accounting controls of KNUST.

The Internal Audit Department accomplishes its mission through the conduct 
of operational, financial and performance audits, through risk identification and 
assessment process.

Our vision is to be a valued partner with KNUST management by providing 
assurance and consulting services that assist the University to achieve its goals 
through building trust, partnerships and exhibiting a high level skill and a thorough 
understanding of the University’s operations.

| 3INTERNAL AUDIT DEPARTMENT’S STRATEGIC PLAN 2020- 2024



Core Principles
For an internal audit function to be considered effective, all the key principles 
enshrined below should be present and operating effectively:

- Demonstrates integrity

- Demonstrates competence and due professional care

- Objective and free from undue influence (independent)

- Align with the strategies, objectives and risks of the organization

- Appropriately positioned and adequately resourced

- Demonstrates quality and continuous improvement

- Communicates effectively

- Provides risk-based assurance

- Insightful, proactive and future-focused

- Promotes organizational improvement
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Core Services
Using a risk-based approach, Internal Audit Department plans to deliver the above 
stated Vision & Mission Statements by providing the following four types of core 
services:

- Assurance Services: Review of operations, policies and procedures to 
evaluate the adequacy and effectiveness of compliance with related 
control structures so as to provide an assessment as to whether the 
University’s risks are appropriately considered and addressed.

- Advisory Services: Assist the Audit Committee and other key 
stakeholders by helping them deal with specific issues and concerns that 
are better addressed through management advisory engagement.

- Information Technology (IT) Services: Undertake IT specific assurance 
and advisory engagements that help to ensure the security, integrity, 
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confidentiality and reliability of KNUST’s information systems and 
resources.

- Investigative Services: Investigate allegations of financial misconduct or 
suspected fraud of KNUST’s resources. This include addressing matters 
brought to Internal Audit Department’s attention through its safe 
disclosure mechanisms by staff and students.

Internal Audit’s Administrative Priorities
To ensure continuous improvement of Internal Audit Department’s effectiveness 
in improving value addition to its diverse stakeholders and client groups, the 
department has identified the following as key administrative priorities for the 
Strategic Plan cycle (2020-2024):

- Upgrade, develop and retain its human force (staff) through regular 
training and refresher courses.

- Continue to mentor staff with leadership potential to take up positions in 
future in KNUST and other Public Universities.

- Use of current auditing tools and technology in auditing processes.

- Greater use of contemporary audit tools and techniques (e.g. data 
analytics).

- Conduct self-assessment by engaging its clients on its auditing 
engagement

- Continuously update the Internal Audit Website space to improve 
visibility, locally and internationally.

- Data Protection: In order to protect the University from loss or leakage of 
important data through unlawful acts or human errors. 
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Internal Audit will continuously be assessing the controls put in place by 
management, which are aimed at curbing data losses.

- Introduce reviews that would focus on activities towards minimizing 
cyber-crime and cyber-attacks in the University: To do this the 
Internal Audit Department would assist management to evaluate 
and strengthen the Cyber Risk Management controls put in place 
to ascertain if the appropriate capacities (people, processes, and 
technology) are in place to ward off such threats.
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Human Resource Plan
Currently the number of staff available to the Department are six (6) Senior 
Members and Nineteen (19) Senior Staff.

All the six senior members are qualified Accountants having their membership with 
either the Institute of Chartered Accountants, Ghana (ICAG) or the Association of 
Certified Chartered Accountant (ACCA - UK). We also have three senior staff who 
are qualified, but yet to be promoted to the senior member category. Some of 
the staff have been deployed to work at the various Colleges. The remaining staff 
have been deployed to work at areas like, the Procurement of Goods, Services & 
Works, Finance Office, Hospital, just to mention but few.
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It is expected that the full complement of staff would stand at Twenty Seven 
(27) Senior Staff and Fourteen (14) Senior Members by the end of the Five Year.

Below is the distribution:

Staff Numbers Expected Actual Difference

Senior Staff 27 19 8

Senior Members 14 7 7

Total Staff Numbers 41 26 15

Approximately 80% of the Internal Audit’s available resources are committed to 
the completion of planned audit projects and follow-up of previous accepted 
audit recommendations. The annual audit plan is designed to provide appropriate 
coverage utilizing a variety of audit methodologies:

- Audits of individual Units both on campus and outside campus,

- Functional and process audits,

- University-wide reviews and information system projects.

In selecting specific Units/Functions for inclusion in the annual audit plan, we 
placed priority on providing coverage of higher risk units/processes, and areas of 
interest to University administrative leadership.

The remainder of our audit resources is allocated as follows:

- 10% for employee professional development,

- 10% to accommodate requests from the Vice Chancellor, the Provost, 
Deans and Directors, including special request from Internal Audit 
Agency.
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Principles / Assumptions 
in Developing the 
Strategic Plan
The Internal Audit Department considered the Institute of Internal Auditors (IIA) – 
International Professional Practice Framework (IPPF) while developing the Internal 
Audit Strategic Plan for KNUST. The core values the Internal Audit personnel should 
adopt are contained within the Framework’s Standard and Code of Ethics.
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The KNUST Internal Audit has adopted IPPF of the IIAs. The Internal Audit Agency 
in Ghana has developed Code of Ethics, and standard Audit Manual, in accordance 
with IPPF for adoption.

Accordingly, the development of this Strategic Plan is based on the recommended 
guidelines of IPPF; that is, “Practice Guide on Developing the International Strategic 
Plan” as issued by the Institute of Internal Auditors.

The following fundamental principles are considered:

Independence from Operational Management:
To ensure independence, the Internal Audit Department of KNUST functionally 
report to the Chairman of the Audit Committee and administratively to the Vice 
Chancellor. The Internal Audit’s independence from management is enshrined in 
the University’s Statute, Section 16(1) of the Internal Audit Agency Act 2003, Act 
658, and Section 82 (1) of the Public Financial Management Act 2016, Act 921.

Recruiting and Retaining Qualified Staff:
The Internal Audit Department will continue to attract, recruit and retain well-
qualified team of professional staff for the conduct of its audit engagement. We 
will also encourage staff with other disciplines to consider being auditors. For 
example, IT and Quantity Surveyor professionals to review the ICT Infrastructure 
and construction contracts.

Audit Committee and Management support:
Internal Audit Department will continue to enjoy the support of the University 
Council, Audit Committee as well as University management. Such support will 
include the allocation of budgetary and other resources that will enhance the 
delivery of work in the annual audit plan.
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Flexibility in the Delivery of 
Approved Annual Audit Plan:
While every effort is made to deliver on the approved annual audit plan, the 
ever-evolving nature of risks, as well as management request for unplanned 
audit engagements, would be prioritized. Any such action will be undertaken in 
consultation with the Chairman of the Audit Committee and/or the Vice Chancellor.
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SWOT Analysis
As part of the strategic planning process, an analysis of the Strengths, Weaknesses, 
Opportunities and Threats facing the Internal Audit Department were assessed.

This assessment enables the Department to use its Strength for efficient delivery 
of audit engagement. On its weaknesses, we would analyse how best it can be 
managed to achieve the needed results.

We would maximize the opportunities for the benefits of the department and 
manage the impact of Threats on day-to-day operations of the Department.

The table below highlights the SWOT analysis:
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Strengths Weaknesses

1. Top Management support to Audit and 
preparedness to act on audit reports.

2. Defined internal audit vision, mission, 
values, and charter as well as clear roles, 
responsibilities and reporting line.

3. Policies, Procedures and Manuals including 
formal reporting standard templates.

4. Skilled and innovative staff.

5. Approachable and flexible leadership style.

6. Provision of Audit reports with appropriate 
level of professional judgement based on 
standards.

7. Ability to conduct value for money service 
in the area of consultancy and assurance.

8. Maintain a high level of independence in 
the conduct of staff during audit reviews.

1. Inability of staff to undertake special 
assignments.

2. Lack of specialized IT audit staff for IT and 
other related audits.

3. Inadequate number of audit staff to cover 
wide audit scope.

4. Limited staff career opportunities.

5. Provision of resources and other tools for 
audit assignments.

6. Relative High Staff turnover.

Opportunity Threats

1. Continuous improvement of staff skills, 
knowledge and capabilities.

2. Educate stakeholders on internal audit’s 
role and capabilities.

3. Increased collaboration with other 
assurance/risk management function.

4. Enhance knowledge and skills in data 
analysis.

5. Attendance of workshop and seminars to 
upgrade staff knowledge.

6. Providing avenue for training for Internal 
Audit Staff in the private and public 
Universities.

1. Negative client perception about the audit 
work.

2. Unattractive financial conditions in the 
University to attract qualified Accountant

3. Inability to recruit staff due to 
Government policy.

4. Limited involvement in the University’s 
strategic decision.

5. Lack of understanding by most staff of 
the work of the Internal Audit Department 
(Internal Audit is equal to Pre-Audit).

6. Unwillingness of staff to provide 
information to Audit Staff, including some 
management staff.

7. Negative reaction to Audit Reports by 
some staff, including Management Staff 
whose areas were reviewed.
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Key Strategic Focus Areas
 The Institute of Internal Auditor’s (IIA’s) guidance paper on “The Role of Auditing in 
Public Sector Governance” requires that the public sector auditor’s role supports 
the governance responsibilities of Oversight, Insight and Foresight.

I. Oversight: Addresses whether public sector entities are doing what they 
are supposed to do to detect and deter any irregularities.

II. Insight: Assist decision-makers by providing an independent assessment 
of programs, policies, operations and results.

III. Foresight: Identifies trends, emerging risks and challenges, which would 
assist the University to achieve its strategic objectives.

Notwithstanding the above, we also identified a strategic thrust area of improving 
the image of the Department internally and outside the University in line with the 
Visibility objective of the University.

The Internal Audit Department acknowledges that areas directly related to 
education (e.g. curriculum development, education delivery mechanisms, academic 
results & outcomes) remain outside the scope of Internal Audit’s purview. According 
to the University’s arrangement, Quality Assurance and Planning Unit (QAPU) is 
responsible.

Not all risks are necessarily auditable. Internal Audit therefore focuses on areas 
that typically lend themselves to an independent review and assessment, and 
where Internal Audit can provide value to its key stakeholders.

There is the need to embark on staff awareness drive so that they would understand 
the work of the Internal Audit Unit in the University and see them as partners in 
the achievement of goals of the University.
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Internal Audit’s 5–Year Rolling Audit Plan
To guide operational activities, the Internal Audit Department shall prepare a 
risk-based annual audit plan which is presented to the Audit Committee for 
consideration as per the Public Financial Management Act, 2016 Act 921. The 
approval from the Audit Committee will be sought before the plan becomes 
operationalized.

The 5-year rolling plan is developed with focus on the identification of key risks 
facing KNUST, as well as consideration of potential risks that are likely to occur in 
the University over the 5-year plan cycle. This risk identification process includes:

i. Review of KNUST’s Strategic Plan to gain an understanding of the 
Collegiate and other Service Units goals & priorities.

ii. Review of KNUST’s risk register together with any other risk related 
information that may have been provided to the Audit Committee or the 
University Risk Management Committee.

iii. Obtain a high level understanding of the activities undertaken by each 
major sector area within KNUST. This includes education, student 
support, research, ancillary services, finance & administration and other 
support functions such as Information Systems & Technology.

iv. A review of the strategic plan of the Colleges and Support Services.

v. Obtain input from members of the Audit Committee as well as the 
University Management especially their perspective on key risk areas and 
where Internal Audit may be able to add value.

vi. Obtain an understanding of significant new initiatives for the coming 
years for planning purposes.

vii. Identification of any recent or anticipated changes in key business 
processes or functions for planning purposes.
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viii. Internal Audit’s own experience based on the KNUST functions or 
processes previously reviewed and where significant opportunities for 
improvement may have been noted.

ix. A high level understanding of internal or operational controls that may be 
in place to mitigate identified risks.

x. Application of guidance material from professional bodies such as 
the Institute of Internal Auditors, the Association of Certified Fraud 
Examiners and others.

xi. Communicate and liaise with Internal Audit Departments in other 
Universities for share of knowledge.

Acknowledging the dynamic nature of risks, the KNUST Internal Audit Department 
as well as the Audit Committee recognizes the need to make amendments as the 
year progresses. Any proposed changes to the approved annual plan would be 
reviewed with the Chairman of the Audit Committee, and the Committee would 
be made aware of the changes at the next scheduled Audit Committee meeting.

Refer to page 23 for the auditable areas over the five-year period, from which our 
annual audit plan would be drawn from.

The selection of the audit areas to be covered would be based on the risk impact 
and the availability of staff. In other words, the year-on-year audit scope would 
be based on these two limiting factors.

We also take cognizance of the fact that some of the areas are directly related 
to academic and therefore would be reviewed by QAPU.
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Key Performance Indicators (KPIs):
The Department will use the following qualitative and quantitative KPIs to 
periodically monitor and assess its performance against the strategic and annual 
audit plan.

Qualitative:
- Instances where the Internal Auditor is invited by management to 

participate in key University initiatives, for example development of 
policy.

- Feedback from Audit Committee members on the quality of Internal 
Audit reports, the value they provide and the degree to which Internal 
Auditor meets the Committee’s expectations.

-  The Department’s participation in any divisional or institutional staff/
client engagement surveys.

Quantitative:
- Percentage of Internal Audit recommendations accepted by 

management;

- Percentage of Internal Audit recommendations implemented by 
management;

- Number of engagements completed relative to the Annual Audit Plan;

- Number of engagements completed that were not included in the annual 
audit plan;

-  Performance against approved annual budget.

Internal Audit Department will periodically report to the Audit Committee its 
performance against the above stated qualitative and quantitative KPIs.
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Update to the Strategic Plan
This Strategic Plan is intended to cover a 5-year period - 2020 to 2024. To ensure 
relevance of the underlying assumptions and principles, the Plan will be revisited 
annually commencing December 2020. The timing for this annual review and 
validation would coincide with the Audit Committee’s consideration & approval of 
the Department’s annual work plan at the December Audit Committee meeting 
each year.

Conclusion
This document represents the KNUST Internal Audit Department’s effort 
to consciously draft a successful Strategic Plan. We trust that our drive and 
motivations as laid out will provide enough inspiration for all stakeholders to pledge 
their support to our plan. Our success will be grounded by the commitment we 
prove in the execution process for which we hold ourselves answerable.

This plan will be subjected to a continuous impartial evaluation to establish its 
effectiveness and uphold its significance. We are persuaded that the process of 
thorough analysis and internal dialogue that we have undergone, put us in a good 
position for future planning.
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Strategic Risk Register 
/ Auditable Areas 

# Risk 
Description

Relative 
Weight 
(Inherent 
Risk)

Last 
Audited

2021 2022 2023 2024 Comments

Financial 
Sustainability & 
Management

1 Resource 
mobilization & 
management

6 2019 √ √

2 Monitoring of 
Budgets

5 2019 √ √

3 Management of 
Pension Funds 
(P.F)

5 2020 √ √ √ √ Annual 
Audit

4 Payroll Audit 4 2020 √ √ √ √ Annual 
Audit

5 Annual Stock 
Taking

3 2020 √ √ √ √ Annual 
Audit

6 Review of 
Accounts 
Receivables

6 2019 √ √

7 Recording 
of Financial 
transactions 
(systems audit

4 Nil √ √ Testing 
reliability
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# Risk 
Description

Relative 
Weight 
(Inherent 
Risk)

Last 
Audited

2021 2022 2023 2024 Comments

8 Procurement 
(goods, services 
& works)

7 2020 √ √ √ √ Annual 
Audit

9 Investments 
& Cash 
Management

4 2018 √ √

10 Audit of 
Research Grants 
/ Donor Funds

4 2019 √ √ √ √ Annual 
Audit

11 Audit of Joint 
Ventures and 
MoU agreement

2 2017 √ √ Third 
parties

12 Fuel 
Consumption

6 2019 √ √ √ √ Annual 
Audit

13 Review of Final 
Accounts

5 Nil √ √

Assets 
Management

14 Systems to 
capture assets of 
the University

3 Nil √ √

15 Assets 
Verification & 
Documentations

7 2017 √ √ √ √ Annual 
Audit

16 Civil Works 
Inspection

7 2020 √ √
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# Risk 
Description

Relative 
Weight 
(Inherent 
Risk)

Last 
Audited

2021 2022 2023 2024 Comments

Recruitment, 
Promotions 
& Staff 
Development

17 Recruitment 
Procedures

3 2015 √ √

18 Staff training 3 2015 √ √

19 Staff Promotion 
and delays

2 Nil √ √

20 Management of 
staff long leave

6 2019 √ √ √ √

General 
Education 
Infrastructure

21 Accessibility to 
the library by the 
disabled

2 QAPU 
Reviews

22 Inadequate 
lecture and 
conference 
rooms

2 -do-

ICT 
Infrastructure & 
Systems

23 IT infrastructure 
Audit

5 Nil √ √ Lack of 
capacity

24 General Physical 
Control Reviews

5 Nil √ √ -do-
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# Risk 
Description

Relative 
Weight 
(Inherent 
Risk)

Last 
Audited

2021 2022 2023 2024 Comments

25 Management 
and protection of 
data collected

5 Nil √ √ -do-

26 Software 
development 
& control (+ 
Licensing)

5 Nil √ √ -do-

Admissions

27 Accountability of 
sale of forms

5 2018 √ √

28 Appropriate 
infrastructure 
and staff issues

3 QAPU 
Reviews

29 Impersonation 
/ middle men in 
admission

6 -do-

30 General NCTE 
Norms including 
STR

3 -do-

Examinations

31 Planning for 
Examinations & 
logistics

2 QAPU 
Reviews

32 Delay in 
submitting 
exams questions

3 -do-
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# Risk 
Description

Relative 
Weight 
(Inherent 
Risk)

Last 
Audited

2021 2022 2023 2024 Comments

33 Unregistered 
students and 
exams

5 -do-

34 Management 
of Students 
harassment issue

4 -do-

35 Management 
of examination 
malpractices

6 -do-

36 Auditing 
Examination 
Results

5 -do-

37 Certificate 
Management

4 2020 √

Campus Security

38 Effectiveness 
of security 
installations

5 Nil √ √ Lack of 
capacity

39 Surveillance 
system and 
equipment

6 Nil √ √ -do-

40 Personnel and 
riot control 
procedures

6 Nil √ √ -do-

41 Campus Security 
and Police 
relationship

3 Nil √ √ -do-

Students Welfare 
& Management
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# Risk 
Description

Relative 
Weight 
(Inherent 
Risk)

Last 
Audited

2021 2022 2023 2024 Comments

42 Management of 
Scholarships & 
Bursaries

4 2018 √ √ √

43 Review of 
Students 
Association 
Accounts

5 2019 √ √

44 Review of 
Students 
disciplinary 
procedures

4 QAPU 
Reviews

45 Review of 
Students 
counseling 
activities

3 -do-

Affiliations

46 Management of 
procedures for 
affiliations

4 QAPU 
Reviews

47 Monitoring 
of Affiliate 
Institution

4 -do-

48 Payment 
& Records 
on Affiliates 
Institutions

3 2018 √ √

International 
Relations
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# Risk 
Description

Relative 
Weight 
(Inherent 
Risk)

Last 
Audited

2021 2022 2023 2024 Comments

49 Management 
of International 
Relations

2 QAPU 
Reviews

50 Management 
of Student 
Exchange 
Programmes

2 -do-

Operations at 
the Following 
Areas

State of 
Facilities, 
Operational 
and 
compliance

50 College of 
Agriculture 
& Natural 
Resources

6 2020 √ √ √ √ -do-

51 College of 
Art & Built 
Environment

6 2020 √ √ √ √ -do-

52 College of 
Science

6 2020 √ √ √ √ -do-

53 College of Health 
Sciences

6 2020 √ √ √ √ -do-
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# Risk 
Description

Relative 
Weight 
(Inherent 
Risk)

Last 
Audited

2021 2022 2023 2024 Comments

54 College of 
Engineering

6 2020 √ √ √ √ -do-

55 College of 
Humanities & 
Social Sciences

6 2020 √ √ √ √ -do-

56 The Institute 
of Distance 
Learning

6 2020 √ √ √ √ -do-

57 University 
Library

4 Nil √ √ √ √ -do-

58 Students’ Halls of 
Residence

6 2020 √ √ √ -do-

59 University 
Hospital

6 2017 √ √ -do-

60 School of 
Graduate Studies

2 2018 √ √ -do-

61 Central 
Laboratory

3 Nil √ -do-

62 Guest Houses / 
Staff Club

6 2018 √ -do-

63 Basic Schools 5 2018 √ √ -do-

64 Printing Press / 
Photocopy

3 2020 -do-

65 Maintenance 
Section

4 2019 √ √ -do-

66 Transport 
Organization

4 2020 √ √ -do-
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LEGEND FOR RISK SCORES
Low Risk .............................................................1-3

Medium Risk ......................................................4-6

High Risk.............................................................7-9

APPROVAL

PREPARED BY

HEAD OF AUDIT

Daniel Bart-Plange

Internal Auditor

July 14, 2021

APPROVED BY

AUDIT COMMITTEE HEAD OF THE COVERED ENTITY

Kwaku Danso Abeam Prof. Mrs. Rita Akosua Dickson

Audit Committee Chairman Vice Chancellor
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